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http://www.simple-talk.com/sql/t-sql-programming/encryption-without-the-confusion/
http://blogs.technet.com/keithcombs/archive/2005/11/24/415079.aspx
http://www.databasejournal.com/article.php/1503191

Cipher Text Key Size Comments
Processing
Block size

128 bit 128 bits
192 bits
256 bits
56 bits

168, used for database
128 (SQL), master key (no
192 with option)

Triple_des 3key

2] (0] 64 bit 64 bits
=TV TR - 40-256-bits-  To be removed from
e e (SO

64bit
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DbMame | name pal... | symmetric keyw... | key len... | key algorit... | algorithm de... | cre
1 encrypt | ##MS_ServiceMasterkey## 102 128 O3 TRIFLE_DES | 200
4
DbMame | name ncipal... | symmetric_key... | key len... | key algont... | algorithm_de. .
1 encrypt | ##MS_DatabaseMasterkeynt® 101 128 (6 TRIFLE_DES
4
narme certificate... | principal... | pvt key encryption t.. | ot key encryption type desc Iz_actie
1 aoM_decrypt_Cert | 256 1 bk ENMCRYFTED _BY MASTER_KEY 1
4
DbMame | name principal... | symmetric_key... | key len... | key algorit... | algonthm _de... | create
encrypt | SocialSecurityBNumber 1 208 128 D4 TRIFLE_DE=  Z20710-0s

LastName | EncryptedsSsh
Ox00ASSCOEBSEE40CAZERS O730DT1CHF01000000BA1 245, .
Ox00ASSCOEBSEE40CAZBEEYFCOTS0D1CEFOT1000000305EB07. ..
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. create master key encryption by passwol other great password'
2. alter master key add encryption by servi terkey
. SELECT db_name(db_id()) as DbName M sys.symmetric_k

symimetric
1. SELECT * FROM svs.certificates Ke

. create certificate decrypt_Cert with suby

2
3

gert to JoeAppUser

Symmetric Keys

b_id(}) as DbName, * FROM sys.symmetric_keys
H ALGORITHM = Triple Des

TO JoeAppUser:

Symmetric

TMMETRIC KEY soci
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grant control on Cartificate
grant view definition on symmetric key
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DECRYPTION

Table  SET EncryptSecondCol = ENCRYPTBYKEY
),SecondCol)

VERT(VARCHAR(50),DECRYPTBYKEY
cryptedSecondCol)) AS DecryptedSecondCol

4. Close SYMMETRIC KEY SSN_Sym_Key
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JEMO!

yatapasesturomearatch ... no hocus-pocus!
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R KEY TO FILE =
naster_key ENCRYPTION BY
passwords$’

SERVICE MASTER KEY FROM FILE
data\keys\service_master_key_orig' DECRYPTION
ORD = '$what a great password$' FORCE
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TO FILE = 'c:\sqgldata\MasterKey'
JRD = 'a good one!"

E MASTER KEY FROM FILE =
aMasterKey' DECRYPTION BY PASSWORD = 'a
el ENCRYPTION BY PASSWORD = 'A real good
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i. BACKUP CERTIFICATE SSN_decrypt_Cert TO FILE =
‘ci\certs\SSN_decrypt_Cert.cer' [ e Fie

1KE File
1KE Security Certificate

Certificate

General |IZ:IEetai|-_: | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: This is to hide Social Sec Mumbers
Issued by: This is to hide Social Sec Numbers

yalid from 2/23/2010 to 573172030

Install Certificate, .. Issuer statement

2. CREATE CERTIFICATE SSN_decrypt_Cert FROM FILE =
'c:\certs\SSN_decrypt_Cert.cer'
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= Triple_Des
on BY CERTIFICATE

(eys Cannot be backed up... or restored!

 only be re-created!
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guestions?

The slide'deck will
Je availabTE at
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